








De-Operationalizing InfoSec: Living in an Imperfect World | Benjamin Tomhave

can look at forensics tools. It seems unlikely that they will
ever transition into general practice because they support
specialized competencies and practices. If they have not tran-
sitioned already, access management technologies should
quickly move into operational realms, leaving only the gov-
ernance activities within infosec.

Competencies

Certain competencies will always be endemic to infosec, be-
cause the infosec mind set tends to be unique in the world.
Incident response management (security incidents in partic-
ular), security testing methodologies (e.g., penetration test-
ing, hardware hacking, exploit and vulnerability research),
and risk assessment and management are all examples of
competencies that have, and will likely retain, specialization
under the infosec heading. On the other hand, key areas like
software development lifecycles and project management,
while important to security, are not core competencies to se-
curity. While we may have worthwhile insights to bring to the
table, we are not the owners, nor should we be.

Practices

There are many areas of practice that logically make sense
to remain under the infosec moniker, though operations is
clearly not one of them. As already discussed, forensics and
related investigations activities are specialized practice areas
that will inevitably continue under the infosec heading. Oth-
er important areas like governance, risk management, com-
pliance, and training and awareness will also continue under
the infosec header to one degree or another, as will technical
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It seems unlikely forensics tools will
ever transition into general practice
because they support specialized
competencies and practices.

practices around assessment, testing, application security,
and security architecture. Other practices core to infosec
include the processes and approvals around access manage-
ment and security policy definition and enforcement.

The above list is by no means complete, and it is intended
to cause a little chaffing. Not the least challenging is the no-
tion that marketing may have gotten it right a few years ago
(Iknow, blasphemy!). Is it possible that infosec really has ma-
tured to the point that GRCis in fact the core of our industry?
If you abstract out operations and audit, then this leaves gov-
ernance, risk management, and compliance covering a large
portion of core infosec duties. Yes, there is more to infosec
than just GRC (security research, incident response manage-
ment, and forensics chief among them), but one must wonder
if we might not benefit from redefining our industry from the
GRC perspective and then branching out only where neces-
sary, relegating the rest to other areas of focus.

Conclude this

Historically, information security programs have taken on
operational duties, often in the name of “doing things right.”
The result has been the creation of an enablement culture
that undermines credibility and creates resource duplication
and discrepancies. The argument presented here — to de-op-
erationalize security — is in no way perfect or complete, but it
is key to the future of the infosec industry. It is time to refo-
cus on what is core to the industry, starting with higher-level
functions like GRC and branching out as necessary. As Huey
Lewis sings:

Try to remember and understand
Ain’t no living in a perfect world
Keep on dreaming of living in a perfect world '°
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